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Listing of Claims : 

1. (Original) A method for integrating encryption functionality into a database 
system, the method comprising: 

(a) providing at least two functions to support data encryption in a database system; and 

(b) utilizing the at least two .functions within structured query language statements. 

2. (Original ) The method of claim 1 , wherein step (a) further comprises (a ! ) adding 
the at least two functions as user-defined functions in the database system. 

3. (Previously Presented) The method of claim 2, wherein the user-defined 
functions further comprise a first function to encrypt user-specified data when inserted or 
updated in the database system. 

4. (Original) The method of claim 3, wherein the user-defined functions further 
comprise a second function to decrypt the user-specified data when selected from the database 
system. 

5. (Original) The method of claim 3. wherein the first function further encrypts the 
user-specified data with a user-specified password. 

6. (Original) The method of claim 5, wherein the first function further encrypt wilh 
a password hint. 



PAGE 4112 ' RCVD AT 3/2112006 5:35:03 PM [Eastern Standard Time] 1 SVR:USPT0-EFXRF-5I1 1 DNIS:2738300 ' CSID: 1 DURATION (mm-ss):02-38 



03/21/2006 14:40 FAX, -> PTO-CENTRAL © 005/012 

Atloi'ftiry Pnckd: SII.V2UU0ni»72lJSl/185Jil» 

7. (Original) The method of claim 6, wherein the user-defined functions further 
comprise a third function to get the password hint. 

8. (Previously Presented) A system for integrating encryption functionality into a 
database system, the system comprising: 

nt least one computer processing device; and 

a database management system installed on the at least one computer processing device, 
the database management system supporting utilization of ai. least two functions for data 
encryption, 

wherein the at least two functions for data encryption are invoked within structured query 
language statements. 

9. (Original) The system of claim 8, wherein the at least two functions further 
comprise user-defined functions in the database management system. 

10. (Previously Presented) The system of claim 9, wherein the user-defined functions 
further comprise a first function to encrypt user-specified data when inserted or updated in the 
da I abase management system. 

1 1 . (Original) The method of claim 10, wherein the user-defined functions further 
comprise a second function to decrypt the user-specified data when selected from the database 
management system. 



PAGE 5/12 * RCVD AT 3/21/2006 5:35:03 PM [Eastern Standard Time] ' SVR:USPT0-EFXRF-5/1 ' ONIS:2738300 * CSID: * DURATION (mm-ss):02-38 



03/21/2006 14:40 FAX ■» PTO-CENTRAL 0 006/01 2 

Attorney l^>ckfi: SU/i2tHyWU72USI--|X5Kl' 

1 2. (Original) The system of claim 10, wherein the first function further encrypts the 
user-specified data with a user-specified password. 

13. (Original) The system of claim 12. wherein the first function further encrypt*? 
with a password hint. 

14. (Original) The system of claim 13. wherein the user-defined functions further 
comprise a third function to get the password hint. 

15. (Original) A computer readable medium containing program instructions for 
integrating encryption functionality into a database system, the program instructions comprising: 

(a) providing at least two functions to support data encryption in a database system: and 

(b) ulili/.iny (he at least two functions within structured query language statements. 

16. (Previously Presented) The computer readable medium of claim 15, wherein step 
(a) further comprises (nl ) adding the at least two functions as user-defihed functions in the 
database system. 

17. (Previously Presented) The computer readable medium of claim 16, wherein the 
user-defined functions further comprise a first function to encrypt the user-specified data when 
inserted or updated in the database system, and a second function to decrypt the user-specified 
data when selected from the database system, 
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!8. (Previously Presented) The computer readable medium of claim 17, wherein the 
first function further encrypts the user -specified data with a user-specified password. 

19. (Previously presented) 'The computer readable medium of claim 18. wherein the 
first function further encrypts with a password hint. 

20. (Previously Presented) The computer readable medium of claim 19 s wherein the 
user-defined functions further comprise a third function to get the password hint. 

21. (Previously Presented) A method for integrating, encryption functionality into a 
database system, the method comprising: 

defining a function to support encryption of data in a database system, the encryption of 
data being based on a user-specified password, the function having a function name; and 

utilizing the function within a structured query language statement to control access to the 
data in the database system including encrypting the data within the database system with the 
user-specified password. 

wherein the structured query language statement includes the function name and the 
user- spec i 1 1 ed pass word . 

22. (Previously Presented) The method of claim 2L wherein the function is a 
user-defined function or a built-in function within the database system. 

23. (Previously Presented) The method of claim 2 1 „ wherein defining a function to 
support, encryption comprises; 



-5- 

PAGE 7/12* RCVDAT 3121/2006 5:35:03 PM [Eastern Standard Time] ' SVR:USPT0-EFXRF-5/1 1 DNIS:2738300'CSH):" DURATION (mm-ss):02-38 



03/21/2006 14:40 FAX, * PTO-CENTRAL @ 008/012 

Attorney I )iu:kcr : Nil .g2l.«)t.«X>721 "S !/ i 

defining an encrypt function 10 encrypt data when inserted or updated in the database 
system; and 

defining a decrypt function to decrypt data when selected from the database system. 

24. (Previously Presented) The method ol'elaim 23. wherein: 

the encrypt function further encrypts a password hint that assists a user in remembering 
the user-specified password; and 

the method further includes defining a third function to get the password hint. 

25. (Previously Presented) A computer readable medium containing program 
instructions for integrating encryption functionality into a database system, the program 
instructions comprising: 

defining a function to support encryption of data in a database system, the encryption of 
data bein^. based on a user-specified password, the ("unction having a function name; and 

utilizing the function within a structured query language statement to control access to the 
data in (he database system including encrypting the data within the database system with the 
uscr-spcei lied password, 

wherein the structured query language statement includes the function name and the 
user-specified password, 

26. (Previously Presented) The computer readable medium of claim 25, wherein the 
function is a user-defined function or a built-in function within the database system. 

27. (Previously Presented) The computer readable medium of claim 25, wherein 
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defining a function to support encryption comprises: 

defining tin encrypt function to encrypt data when inserted or updated in the database 
system: and 

defining a decrypt funelion to decrypt data when selected from the database system. 



2f>. (Previously Presented) The computer readable medium of claim 27, wherein: 
the encrypt function further encrypts a password hint that assists a user in remembering 
the user-specified password; and 

the method further includes defining a third function to get the password hint. 



PAGE 9/12 * RCVD AT 312112006 5:35:03 PM [Eastern Standard Time] * 8VR:USPTO-EFXRF-5/1 * DNIS:2738300 * CSID: * DURATION (mm-ss):02-38 



